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ABBYY Vantage 2.7.3 Release Notes
About ABBYY Vantage

ABBYY Vantage is a comprehensive intelligent document processing (IDP) platform that provides Al-
powered cognitive services, as well as pre-trained and trainable skills that can ‘understand’ business
documents and extract actionable data and insights.

ABBYY Vantage is a no-code / low-code platform that makes today’s digital worker and processes
smarter and empowers the new citizen developer to accelerate digital transformation initiatives and
expand automation to new processes in a fast and simple way, making an immediate impact on business
results and customer experience.

To facilitate the exchange and use of Vantage skills and other technology assets, including connectors,
demo apps, and custom activities, ABBYY offers a Marketplace to its customers, partners, and the wider
public. The ABBYY Marketplace can be accessed at https://abbyy.com/marketplace/. The ABBYY
Marketplace is designed to share knowledge and solutions, as well as increase re-use to accelerate
implementation and reduce effort. Assets acquired from the ABBYY Marketplace can be used in ABBYY
Vantage via the Vantage Skill Catalog.

About this Release

In this Vantage release, we have implemented key platform optimizations, enhanced security, and
improved user management capabilities.

The Key Enhancements section describes functional updates introduced in this version.

The Bug Fixes section lists issues resolved to improve system stability, security, and overall performance.
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Key Enhancements

External Identity Auto-Provisioning
« Tenant Administrators can now define a default role for users created via external identity providers.
+ New users are automatically assigned this role upon first login, enabling immediate platform access with
Administrator intervention.
« This enhancement streamlines onboarding, reduces manual role assignment, and ensures consistent
user experience across tenants.

Database Optimization
* Improved the efficiency of the skill database operations to ensure faster skill management and deletion
process.
* A new back-off mechanism prevents repeated attempts to delete the same skill within a 24-hour window
if a prior deletion was unsuccessful, eliminating redundant system load and potential deadlocks.

Bug Fixes

Vantage 2.7.3 includes targeted fixes and performance improvements to strengthen reliability and address
customer-reported issues across security, document processing, and system performance.

These updates help ensure safer operation, reduced timeout occurrences, and improved responsiveness
during high-volume workloads.

In this release, we’'ve addressed the following issues:

Security
+ Resolved a stored Cross-Site Scripting (XSS) and HTML injection vulnerability that allowed arbitrary
JavaScript execution when rendering user-supplied input in process skill activity names. (642930)
« User-provided HTML links are now properly sanitized and no longer rendered directly within the
interface. (642930)

Conversion Engine
« Optimized the Office Conversion service to prevent timeout errors under high-load conditions, improving
conversion reliability for large-scale parallel processing. (625051, 628191, 632879)

Manual Review
« Fixed an issue where certain documents occasionally failed to load correctly in Manual Review, resulting
in a blank page with no document view or data form displayed. Refreshing the page no longer leaves the
view blank. Documents and data forms now load as expected when tasks are opened for review.
(633651)
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ABBYY, ABBYY Vantage, Vantage are either registered trademarks or trademarks of ABBYY
Development Inc. and/or its affiliates in the USA or other countries. These designations can also be logos,
product or company names (or part of any of the above) of ABBYY Development Inc. and/or its affiliates
and may not be used without consent of their respective owners.

Information in this document is subject to change without notice and does not bear any commitment on
the part of ABBYY.

The software described in this document is supplied under a license agreement. The software may only
be used or copied in strict accordance with the terms of the agreement. It is a breach of the United States
copyright law and international laws to copy the software onto any medium unless specifically allowed in
the license agreement or nondisclosure agreements.

No part of this document may be reproduced or transmitted in any form or by any means, electronic or
other, for any purpose, without the express written permission of ABBYY



